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|. Introduction

Cloud computing, as an emerging technology anthbas trend, presents novel
challenges to the traditional protections builbitiie law to ensure security of a
corporation’s proprietary resources, such as dapitel knowledge-based assets.
Corporate counsel, C-levels, and stakeholders ongstrstand that the traditional legal
playing field is shifting, yet again, with the inttuction of private and public clouds.
These clouds are essentially “data centers” ovesearms” on which software and data
can be remotely stored, instead of, for exampleg bard drive or on a server located on
the user’s premises. The economic incentivesl@mrdccomputing consist of lower costs,
limited site-support, and “scalability,” meaningtHicenses and available resources can
readily be adjusted to meet normal demand and guppVes.

Licensing agreements, contracts, sharing agreemamtpro formadocuments
may not provide adequate legal recourse and resadmnally associated with these
layers of protection for corporations, and espéced applied to Small and Medium
Enterprises (“SMEs”). And, this emerging trendgamts a myriad of intellectual
property, trade secret, foreign direct investme&iiitl{, and corporate governance risk
issues that have yet to be fully explored, pradtigelitigated in domestic and
international markets and courts. There is alpoeacient concern about privacy and
protection of data from the standpoint of the cloochmunity, and about the ability of
the service providers to ensure that privacy iscootpromised and data is not lost or

misappropriated. This concern will invariably faicinto regulatory and governmental



control and oversight as industries assess andmafate the benefits inuring to cloud
computing.

In light of the foregoing, this paper willd@ss the technical, infrastructural
challenges that cloud computing presents to tk@auhdi on-site computing, and will
provide background information on the various peots that are finding their way into
cloud computing, such as Software as a ServiceS)S&atform as a Service (PaaS),
Infrastructure as a Service (laaS), and the likeaddition, the paper will examine the
complex legal ramifications of traditional contna&k protections afforded under civil
law, and the uncertain legal landscape for Serveseel Agreements and licensing
arrangements under varying jurisdictional regimegader this examination, the paper
will address some of the ethical challenges thaeanbedded in this emerging trend and
its shifts toward private and public clouding. the authors are working with the
virtualization team at World Wide Technologiesupply-side integrator with best-of-
the-breed connections with Cisco, Dell ComputefdWare, etc., this paper will be

developed into a white paper as well.

II. What is Cloud Computing?

“As of now, computer networks are still in theifancy, but as they grow
up and become sophisticated, we will probably Beespread of
‘computer utilities” which, like present electrigiand telephone utilities,
will service individual homes and offices across ¢buntry” Leonard
Kleinrock 1969 (chief scientist of ARPANET whicadssl the
Internet)(Welch 2000).



This vision is here today, with backbone bandwidtthe Giga bits per second and
the FCC’s National Broadband Plan long-term godl@iMbs to the curb for all
households (FCC DOC-296858A1, 2010)here are many definitions of Cloud
Computing. The US National Institute of Standaadd Technology’s (NIST) working
definitions captures the commonly agreed upon aspécCloud Computing.

.... A pay-per-use model for enabling available, ement, on-demand

network access to a shared pool of configurableprding resources

(networks, servers, storage, applications, seryitest can be rapidly

provisioned and released with minimal managemedattedr services

provider interaction (Sun Microsystem 2009)

They describe Cloud Computing using flearacteristicson-demand self-service,
broad network access, resource pooling, rapidieiigstand measured service;

four deployment model®rivate cloud, Community cloud, Public cloud, Hgbcloud;
andthree service models:

Software as a Service (SaaS). This is the mostlappod common model, a
consumer facing level that offers online serviaed storage. The approach here is the
renting of application functionality from a servipeovider instead of the traditional
approach of owning software. Examples include Winsldive, Hotmail, Google Docs,
Zoho and online business apps like Salesforce.essgentially delivering the equivalent
of a complete application suite.

Platform as a Service (PaaS) — This model prowadaatform in the cloud, upon
which applications can be developed and executedgl8, again Salesforce.com (this
time with Force.com), and Microsoft (with Azure)igxin this space (Schulz 2009;

Cloud Computing). This model provided clients watklatabase management system,

security services, workflow management, applicaiserving, and so on.



Infrastructure as a Service (laaS). This is thetrbasic level of cloud
computing, an offering of compute power and stoigggece on demand. Clients are
provided with full control of dedicated instancdsservers. This model leverages
virtualization technologies. Rather than runningreual image on a partition existing on
a physical server in your data center, you spipion a virtual machine that you have
created in the cloud. Virtual disks can be createslsimilar manner to deal with the
storage side of things (Cloud Computing). Theonsof utility computing is based on
the service-provisioning model like any other tfiservice; computing services will be
readily available on demand (Buyy.al).

Cloud Computing is a new computing paradigih igroften synonymous with
Cluster computing, Grid computing, Utility compudirP2P computing, Service
computing, Market-oriented computing, and Web ar@ with the underlying
technologies for implementing cloud computing. ®amquired characteristics of Cloud
Computing are: It is highly reliable, very scalgtdatonomic, ubiquitous access, and
dynamic discovery (Buyyat al). This translates to a highly elastic and scalaialy-
per-use computing model. Users, in essence, oenpating services as needed, deploy
applications, store and access data all through 2\@bechnologies, which translates
into a scalable computing power at a much reduostistructure.

In essence, Cloud Computing represents afstiift computing as a product that you
buy to computing as a service that is provisiormedonsumers/enterprise over the
network from large-scale data centers or a “Cloudldud Computing is not about
technological advances of the data centers, bu¢septs a fundamental modeling change

in how IT is provisioned and used.



In sum, the major driving forces of cloud computarg the shedding of capital and
operating expenditures (servers, software, storageyorks, facilities, maintenance and
administrative personnel) and provisioning an ermrsramount of elastic (scale in/out)
and ubiquitous (user just “plugs in” anytime, anynd) buy-in for a range of applications
and services.

As Cloud Computing technology has burgeoned acdrbe more cost-efficient
through the architectural changes and modificatadritke above-discussed composite of
varying models and their applications, there is@awing concern about another quickly
developing area has matched the speed of Cloud @organd that is the amount of
risk or uncertainty inherently embedding itseltive layers of protection that have, up to
this point in time, provided sufficient risk assaesnt and management controls and

industry standards for on-site computing models.

lll. Risk Assessment and Risk Management

As to industry forecasts about the economic b&nafisociated with cloud
computing, the research firm IDC predicts the glabarket for cloud services will reach
$42 billion by 2012. According to the same repspgnding on cloud computing will
accelerate throughout the forecast period, cag#85% of IT spending growth in 2012
and nearly a third of growth the following yearn ABI Research study predicts that
cloud computing will also change the face of thébileoapplication world by 2014,
generating a projected $20 billion in revenue (Rrddnputing, 2009). Even though the

cloud computing industry is in its infancy andasdely driven by engineer-centric IT



services, which evolved from grid computing, a peessor to clouding, there is a
growing demand for clouding services from customanging from SMEs to MNCs, and
encompassing a broad range of service industrigs asifinancial, telecommunications,
healthcare, and legal services. Inherent withimgbrvice-based industry are multiple
layers of low- to high-risk areas in connectionhwétouding types, such as Software as a
Service (SaaS), Plaftform as a Service (PaaS)lrdrastructure as a Service (laaS). In
response to this demand curve, numerous smakrde{scale providers and ancillary
third-party contractors and subcontractors havatetea myriad of pay-as-you-go
services in public, private and community cloudghwarying levels of expertise and
resources and with varying levels of risk. Subsedy, as with any emerging
technology and business model, there are few inglugtle solutions to cloud computing
risks.

In its June 2008 report, the analyst firm Garteésased its findings that cloud
computing is rife with security risks, challengiogstomers to ask vendors about the
qualifications of policy makers, architects, codansl operators, risk-control processes
and technical mechanisms, as well as the levelsting done to verify that service and
control processes are functioning (Infoworld.co®0&).

For example, on the issue of regulatory complia@aatner establishes that
customers are ultimately responsible for the sgcand integrity of their own data, even
when it is held by a service provider. Gartnergyoe to say that industry “best

practices” require traditional service providersitmlergo external audits and security



certifications, cautioning customers to veer awaynf providers who refuse to provide
this level of industry standardization and secusityutiny.

As to Mergers and Acquisitions (M&A) in a targeesario in which a cloud
computing provider is acquired, for example, Gardivises customers to find out if
their data will be available after such an eventl #it would be in a format that could be
imported into a replacement application (Infowaztam, 2008).

A. Information Policy in the United States

To compound the complexity of these security isstheere is growing concern
about a uniform information policy in the Unitedags, with application to the emerging
cloud computing technologies. Information polinythe United States, simply put, is
continuing to fall further and further behind inlipees related to new technology
developments and how these developments are beiplpyged. This gap between
policy and technology has been noted, as has theasing speed and distance of the gap
as the United States continues to make laws ratvecand based on a pre-electronic
mentality (Braman, 2006). Jaeger, Lin, and Grif2€99) argue that to ensure the
growth and adoption of cloud computing, it will becessary to find technological and
policy solutions for ensuring privacy and assuiimfgrmation security (Jaeger, Lin,
Grimes, 2009).

Youseff and De Silva (2008) established an "orgglmodel” to explain the
virtualization layers in clouding: a) the physibardware and firmware (subleased

Hardware as a Service (HaaS), the bottom layeacktmbne of the cloud); b) cloud



software environmental layer (second layer: thénsae platform layer, users of this
layer are cloud applications' developers, with epi@ssuch as Google's App Engine and
SalesForce Apex); c) cloud software infrastructager (computational resources, data
storage, and communications, including paraviraagilon and hardware-assisted
virtualization); d) software kernel (basic softwananagement implemented as an OS
kernel, hypervisor, virtual machine monitor andztustering middleware); and e) cloud
application layer (most visible layer to the en@ngsof the cloud, this layer alleviates the
burden of software maintenance and ongoing opératial support costs).

Despite the advantages of this clouding model,séffuand De Silva (2008)
recognize that deployment issues such as secmdtyazailability of the cloud
applications are major issues that do not havadustry-wide solution yet. They further
state that the leniency of SLAs may prolong a sofuto these extant problems due to the
composability of the clouding layered environme@urrent security approaches include
using Public Key Infrastructure (PKI) and X.509 S&irtificates as a methodology for
authentication and authorization in the cloud. ¥eftiand De Silva opine that due to the
absence of cloud computing standards, such issuelsad security, data privacy and
ownership policies will continue to be major conteas a result of different approaches
and services provided by each cloud provider.

The gaps between policies and technological reslére becoming so significant
in some cases that arguments can be made thahiation policies may have to be

completely rethought (Travis, 2006). This situatis further confounded by the number



of policy decisions left to the marketplace in theited States that are more heavily
regulated through policy in other nations (Jaelaw, and Grimes, 2009).

In highlighting the case for a uniform andioaal information policy regime, Cloud
Computing not only affects SAS-70 and Sarbanesy08©&X) compliance, but also
Gramme-Leach-Bliley (GLBA), Payment Card Industryt®&ecurity Standards (PSI
DSS), and the Health Insurance Portability and Aatability Act (HIPAA).

Compliance with such regulations and standardsinegjuarying degrees of security, and
the data will likely need to be handled differerGB&H, 2010).

An examination of the SAS-70 SOX compliancetod objectives reveals the
importance of managing risk by ensuring that tipedty processors place internal
controls in their framework to ensure due diligefareaudits and industry and regulatory
compliance. These regulations provide a globalspparency of accepted accounting
practices and standards, and telepath the indastoynmitment to corporate
sustainability. These regulatory controls, cavgisuch directives as records retention,
disclosure, and privacy, provide, among others:

* reasonable assurance that employees are awargofetsponsibilities related to

the confidentiality, integrity, and availability dita and information systems;

* reasonable assurance that systems and servicagadeble to customers in

accordance with the controlling Service Level Agneats;

* reasonable assurance that installation of seraeproperly partitioned and

configures to ensure contractual obligations art arel,
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* reasonable assurance that confidential and/or parsbent data including
system access credentials are protected (e.gypad) from unauthorized
interception when transmitted over open networlg. (énternet) (Id., 2010).

To understand the layers of federal legislatioth @gulations applying to
information policy and internet use, the Feder&rimation Security Management Act
("FISMA"), 42 U.S.C.8 3541et seq, a United States federal law enacted in 2002itbess T
Il of the E-Government Act of 2002, provides a uniform regbmeddress the levels of
risk that may arise from domestic and internati@uairces.The act recognizes the
importance of information security to the economamal national security interests of the
United States. The act requires each federal ggemtevelop, document, and
implement an agency-wide program to provide infdramasecurity for the information
and information systems that support the operat@masassets of the agency, including
those provided or managed by another agency, atotrar other source. FISMA has
brought attention within the federal governmentybersecurity and explicitly
emphasized a "risk-based policy for cost-effectigeurity.” FISMA requires agency
program officials, chief information officers, amspectors general (IGs) to conduct
annual reviews of the agency’s information secypitygram and report the results to
Office of Management and Budget (OMB). OMB uses thata to assist in its oversight
responsibilities and to prepare this annual refgo@ongress on agency compliance with
the act. In FY 2008, federal agencies spent $li@drbsecuring the government’s total

information technology investment of approximat®88 billion or about 9.2 percent of
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the total information technology portfolio (FIMSA&lusite, 2010). One of the problems
besetting the international community and WTO meamisea set of different
jurisdictional frameworks that offer varying levelsrisk protection. The protection of
personally identifiable information provides suchexample--there are enormous
differences between the minimal regulation of thetéd States and the intricate
protection structures of the European Union (Supo2&00).

B. European Union’s Risk Assessment Study

The European Network and Information Security AgefiENISA), a EU governmental
agency created to advance the functioning of ttexnal market, produced a report
detailing the agency’s findings on the benefitsksi and recommendations for
information security (ENISA, p. 4, 2009). In tmeport, the expert panel’s and editorial
board’s findings were premised on a security assessbased on three use-case
scenarios: 1) SME migration to cloud computing By, 2) the impact of cloud
computing on service resilience, and 3) cloud caimgun e-Government (e.g., eHealth).
Pursuant to these scenarios, the report identiéiececurity risks that may occur as a
result of implementing cloud computing; these riskdude loss of governance, lock-in
(guarantee data, application and service portghilgolation failure (failure of
mechanisms separating storage, memory, routingaewl reputation between different
tenants), compliance risks (risk to industry cexdifion by migration to the cloud),
management interface compromise, data protectsts for customers and providers,

insecure or incomplete data deletion (inadequapéngiout of data), and malicious
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insider risk (ENISA, pp. 9-10, 2009). The repdadtss that of the ten security risks, there
is no prioritization of criticality. These risksane tabulated according to the risk level as
a function of the business impact and likelihoodhef incident scenario, measuring risk
on a scale of O to 8 that could be evaluated agasisacceptance criteria (ENISA, p. 22,
2009).

Under Policy and Organizational Risks, as refezdrabove in the serialization of
risks in cloud computing environments, the expartgd identified, as high risks, lock-in,
loss of governance (very high impact), and comgkachallenges. The panel points out
that these levels of risk may vary depending omptioeider-and-customer service level
agreement and as to which cloud type the riskagaled; that is, SaaS, PaasS, or laaS.
Under this analysis, supply chain failure was rateé medium risk, with concern about
vulnerabilities to lack of completeness and transpey in terms of use, and about
affected assets such as company reputation, custamg personal sensitive data, and
service delivery.

Under Technical risks, the panel identified higiks in the areas of isolation
failure (very high impact, with medium probabilitya public cloud), and cloud provider
malicious insider (abuse of high privilege rolesluding compromised intellectual
property, personal sensitive data). (ENISA, pp4332009)

Under Legal risks, the panel identified as higik areas subpoena and e-
discovery (risk of client/customer data as a resithe confiscation of physical hardware

as a result of subpoena by law-enforcement agenciesil suits), risk from changes of
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jurisdiction (vulnerability: storage of data in rtiple jurisdictions and lack of
transparency about these storage facts, as appllegh-risk countries), and data
protection risks (company reputation, personalitgaslata).

The report also considered the risks associatddS¥UAs, since these agreements
govern the operational and procedural requiremesgeciated with pay-as-you-go
costing arrangements per the selected cloud tygkinderently transfer risk during
migration to the cloud environment. In effect, Stlauses may also be in conflict with
promises made by other clauses or clauses from ptbeiders. Further, according to
the report, SLAs may carry too much business aslafprovider, given the actual risk of
technical failures. In short, there may be claukatare detrimental to customer, in that
the CP may have any rights to content stored oclthel infrastructure, which may
include intellectual property (ENISA, p. 58, 2009s the report concludes, risk

assessment should be a regular activity ratherdaghanfrequent one.

IV. Service Level Agreements and Terms of Use
SLAs govern "upstream™ and "downstream" usersdlvading/on-demand
model, and therefore, users can negotiate termsa@mditions on such important issues
as perpetual licensing arrangements, civil andioahiability, fundamental breaches,
data usage, proprietary scalability, and M&A pratat and trailing liabilities, among
others (Spinola, 2009). Nolan (2009) advises tdieon negotiations with regard to the

bargaining power between cloud providers and emdsyhat contracts may be standard
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forms or individually negotiated, which is the petd method of liability protection
because the parties can tailor the terms and ¢onsliappropriate to the level and degree
of contractual obligations and performance (NoR0Q9). As a practical consideration,
small- to medium-sized businesses may not havkititeof leveraging power to enter
into substantive negotiations, due to scale, sizerasources, that larger-scale
enterprises, such as MNCs, will typically possessdditional contract negotiations, and
this economic reality may affect a small- to medisized company's ability to protect
against risk in a clouding environment.

As to the global marketplace and the ramificatiohslouding providers
providing services in international markets, clogdusers must understand the
importance of various treaties and foreign govesninlaws and regulatory regimes in
considering what mix of IT and C-level strategig work in the areas of risk
assessment and management. Due to the emergmmplegy clouding markets,
governments of both developed and developing cmsndre still responding to this SOA
model by augmenting existing information and sdgyrolicy(s) to include the SOA and
guality of service (Qo0S) issues, resulting in activa, heterogonous framework of
policies.

Under the World Trade Organization (WTO) existiagffs are reduced and the
agreement extends General Agreement on TariffSTeauie (GATT) to new areas,
including service industries. The WTO expects ¢oes to upgrade their intellectual

property (IP) laws to protect patents and copysgind to guard against the piracy of
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items such as computer software and videotapaternhktional licenses and contracts are
recognized by and given protection under the Cotimeron the International Sale of
Goods (“CISG”) The CISG applies to contracts feg tommercial sale of goods
(consumer sale for personal, family, or househske are excluded) between parties
whose businesses are located in different natitfrescommercial seller or buyer in the
U.S., for example, contracts for the sale of goweills a company located in another
country that has also adopted the CISG, the coioreand not the UCC applies to the
transaction (Reed, 2010).

As yet another example of the inherent difticof policing trade and security issues
in a clouding environment, there arises a troubsiegof questions about the scope and
reach of the CISG’s coverage of SLAs across muisglictional lines, which includes the
implications of what rules of law apply and in wihilorums and venues such disputes
can be resolved. These issues, as suggested,aadighave to be ultimately resolved
through litigation and its appeal cycles beforénalfdetermination on the allocation of
risk(s) can be made and before a bright-line test{¢hese issues can be drawn. The
importance of regional alliances to comparativeaai@ge also needs to be considered in
these risk assessments, as there are numerousedithat, in some cases, have restricted
trade solely to their member states, affectingctbading community’s ability to protect
against levels of risks present in such jurisdittio

The North Carolina Bar Association recently crdféeproposed Formal Ethics

Opinion in connection with the propriety of usingractice management program (e.g.,
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Clio) in the practice of law. Under the Rules obf@éssional Conduct ("RPC"), a law
firm may use such a cloud computing program pravithat steps are taken to minimize
risk of inadvertent or unauthorized disclosure affedential client information and to
protect client property, including file informatipfiom risk of loss. The proposed rules
were crafted in cooperation with and oversight frii@ ABA Legal Technology
Resource Center, whose leadership provided guidamteounsel on the merits of cloud
computing. The proposed Opinion includes advidawgyers and law firms on such
specifics as: a) what is the history of the Saa®loe? b) where does it derive funding?
c) Has the lawyer read the user or License Agreéteems, including the security
policy, and does he/she understanding the meairfitig derms? d) Does the SaaS
vendor's Terms of Service or Service Level Agredraddress confidentiality? If not,
would the service vendor be willing to sign a cdefitiality agreement in keeping with
the lawyer's professional responsibilities? Woulel vendor be willing to include a
provision in the agreement stating that the empeya the vendor's data center are
agents of the law firm and have a fiduciary respulity to protect client information?
and, e) Where is the data hosted? Is it in a cpuwith less rigorous protections against
unlawful search and seizure? (Mazzone, 2010).

Industry-wide data, according to a cloud compugadgption survey conducted by
Mimecast.com, revealed that out of 565 respondmtsss the United States and Canada,
the top adopters of cloud industry are Technol&B#4 using the cloud), Financial

Services (41%), and Legal Services (37%). Includetie survey were Retail (35%),

17



Manufacturing (32%), Healthcare (32%), Educatid®(, Energy (24%), and
Government (19%). Survey respondents (70% of thesey cloud technology)
indicated that they were planning to move additi@mglications to the cloud, with 83

percent doing so in the next 12 months (Mimecdxt0p

V. Conclusion

Based on the foregoing discussion, cloud compusirain emerging technology
and flexible business model in which inherent layafrrisk exist throughout the value
chain. The industry-wide adoption and utilizatafrindustry certifications and security
measures remove some of the risk by implementitggnal controls and ensuring
password and encryption measures; however, dueetiack of uniformity present in the
terms and conditions of provider contracts and i8erkevel Agreements, as discussed,
consumers may be exposed to layers of risk depgrmairhow much risk of loss is
assumed by the providers, subcontracting thirdypaehdors, and other parties included
in the liability chain. As shown, governments hawt provided a uniform and
homogenous information policy regime in which ptezandustry is given clear guidance
as to multijurisdictional risk, cyberterrorism rjgkutage risks, and M&A risks. The
European Union's ENISA 2009 report finds that tighést areas of risk can be found in
policy and organization risks, technical risks, é&ghl risks. International trade and law
regimes, through a lacework of laws, regulationsl, eaties, and while providing some

legal protection and recourse for contracts, iattllal property, and trade secrets, do not
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have a protective umbrella of civil and criminaility that coordinates on information
policy, jurisdiction conflicts, inconsistent apm@iton of laws, and divergent political and
economic systems.

Thus, the traditional system of contractuak@ction afforded service industries, such
as financial, technological, and healthcare indestmay be exposed to high levels of
risk by entering into Terms of Use agreements andi€ Level Agreements in which
providers hold the upper-hand on assumption oflitgland risk of loss, as defined in
negotiations and final calls. In this environmeMEs may be at a disadvantage due to
lessened leverage and power to negotiate, in cosqpato larger enterprises, such as
MNCs, whose ability to negotiate more favorablen®iand conditions is predicated on
more scalable resources and more layered protscigainst the levels of risk in cloud
computing technology. As such, each organizatiastraonduct a thorough and diligent
risk assessment of the potential threats of lohigb risk inherent in cloud computing
environments, and must ensure that all managemenb@erational strategies and
initiatives incorporate an optimal mix of cost-efént processes, policies, and controls to

mitigate against these risks.
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