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Abstract

Introduction of modern information and communicatiechnologies within public administration took
place in several stages, from the initial exchaofggpewriters for computers (primarily called aainframes) a
building of simple electronic databases to the ephcalled e-Government and application of thegipies of
interoperability.

The concept of e-Government is considered by mattyoas, in two links. It is stressed especially the
linking aimed at provision of electronic public gees, support of the communication channels with t
environment., for example through the web accessoi&l linking then includes the aspects which want
achieve the support of the communication procegsdsiata exchange processes within public adnatiistr
and to achieve communication within the system.

Communication with public on the types and contdrits activity and identifying of the needs of its
inhabitants is the purpose of democratically madgmelic administration. The authorities have thegibility
to communicate with the citizens through the défertypes of communication. The important one efrtis
the electronic communication and in connection wlila boxes.

In the paper, there will be described relevantsiagion concerning implementation of data boxe® bést
important from it is Act No. 300/2008 Coll., on tekectronic acts and authorized document conversion
generally called the e-Government Act. This Act R00/2008 Coll. introduced, for certain subjects th
obligatory communication through information systeftata boxes. This step brought the fundamehizahge
to the possibilities to make electronic notificatim the public authorities and in particular theys and
principles of the delivery. These changes affdgbablic authorities and legal entities and datadsocan be
also used by all individuals.. The width of the aupof this law is thus very significant from theiqt of view
of all the Czech Republic and both within the \eatirelations, thus public authorities towards wlials and
legal entities, and horizontal relation among thegte actors themselves. Data box must be sex lgge to
the public authorities immediately after their ¢i@a. (ie. when the law that sets up them becampéicgble), to
the notaries and bailiffs as soon as the minigcgives information on their inclusion to the reletregister. In
the case of legal entity established by law oriipocated in the Trade Register data boxes arepsatter their
formation, respectively as soon as the ministrginggs information on their inclusion in the registdandatory
data boxes are also set up to the lawyers, taxsadvand insolvency administrators, and again wien
ministry receives information on their inclusiontire register. Upon request voluntarily, data sogéat up to
the non-entrepreneurial individual, to self-emplby®rson, to other legal entities (for examplento t
foundation) and to public authority, as anotheadsix.

The paper will also specify the legal analysis a#l as the impact on other forms of communication.

It is obvious that e-Government like the processmflementation of information and communication
technologies in public administration is an intégrat of the transformation process of public adstration.
Its aim is firstly to increase efficiency of funmtiing of public administration. But also new pulsgrvices are
forming within this process. The most marked chariguenced recently especially the field of
communication, for example in terms of creating ahtigatory using of information system of data bsxThis
paper will be focused inter alia on the legal view,the legal bases and on the legal impacts,calsbe
economic aspects. The paper will present some ctione like influence on functioning and internalsture
of the public authorities.
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This paper is an outcome of the internal granheflniversity of Economics in Prague with No. IGB08
called in English “Changes in Communication in RuBldministration in connection with the Developrhei
E-Government”.

Setting up of data boxes

Setting up of data boxes is by law or on the regokthe concerned person. Data box was set upwyd
the public authorities, to the legal entities ekshled by law or registered in the Trade Regigtethe
organizational parts of foreign legal entities stgjied in the Trade Register and liquidators, ngmaethe date
of 28th September 2009 (it was estabished by Act396/2008 Coll. on the electronic acts and auteaki
document conversion, that the term for public arities is 90 days from the date of the entry irdcé of this
Act.). The lawyers and tax advisors will have setata boxes obligatory from 1st July 2012, buy tten
request for using data boxes former, if they wahe responsible authority for setting up of datadsois
Ministry of Interior. The Ministry of Interior ha® set up data box immediately after that fact, mteeceive
information on registering the legal entities itite defined register. Each subject can have sehlypone data
boxes.

What is the exact definition of data boxes accaydire Act No. 300/2008 Coll.? Data box is the etadt
store, which is determined to delivering by publithorities and for performing acts towards publithorities.
Data box is the electronic store, which servesl&divering of the documents of the individualsttoé legal
entities like some companies or natural personsgdentrepreneurial activity. Data boxes are seang
managed by the Ministry of Interior.

Data box is a part of Information system of datadso Act No. 300/2008 Coll. defines Informationtsys
of data boxes like information system of public @uistration, which contains information on data bsyand its
users. The Ministry of Interior is administratorloformation system of data boxes, but holder efibstal
licence is operator of Information system of datads. Information system of data boxes is not d-gsaver.
Data box is not e-mail box.

The wrong, incorrect, inexact, incompleted or otédadata registered in the Trade Register areheot t
obstacle both to the legal and matter reason foseiting up of data box, but they are the reasougiting
suggestion to the court, that is territorially respible for keeping Trade Register, on the vetify accuracy,
correctness and topicality of registered data. Siggestion can by made by the Ministry of Intennp is
administrator of Information system of data boxed who has to hold only the correct data.

If the legal entity is not deleted from the TradegRter, it is necessary to set up data box, bedaitgtion
of the insolvency proceedings, bankruptcy procegglor entry of the company into liquidation do obance
the legal base of the company.

Subjects whom data box is not set up by law (famele natural persons) can request for setting dta
box. The request must be delivered to the Minisfrinterior and must contain certified signatufehee
applicant with the exeption of the cases, wherrglgest is signed before the employee of the Minisit
Interior or before the employee of the contact pofrpublic administration, or if the request obsadvanced
electronic signature based on the qualified ce#ié issued accredited provider of the certificaiervices. In
described case the employee of the contact pointilolic administration confirms, that the applicantertain
moment signed the request before him and that#ity of the applicant was verified. The request be
made by these ways: personally in the filling rominthe Ministry of Interior, on the contact poirftpublic
administration (workplace of CzechPOINT), by maiby e-mail.

If the request fulfils the requirements set by Not 300/2008 Coll., the Ministry of Interior sets data box
till 3 working days from the moment of making ajgplion. Within this term, the access data will betgo the
applicant. The applicant will be also warn to remeeme possible shortcomings. The registeringeof th
delivering applications for setting up of data b&kas significant importance for assessment ofdhnepliance
of the 3-days term, during which the Ministry ofdrior has obligation to set up data box. The ainess of
data cited in the applications for setting up abdaoxes is verified through data registered iodmation
system of the population database and next infoomatystems or databases. The bodies that arensibpofor
administration of the relevant information systesnsglatabases have to inform the Ministry of Inteda the
facts that are important for the administrationnéérmation system of data boxes. This informai®provided
to the Ministry of Interior through the way thatadrhes the remote access. The verification of reledata is
usually done automatically. The authorized pergmifioms the result of this verification. In the easf making
of application through the contact point of pula@ministration, data are also verified on baséefdocuments
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brought by the applicant. If the discrepancy o tti@ta with data registered in the relevant datsgassts, it is
necessary next verification.

It is evident, that Act No. 300/2008 Coll. distingjues data boxes of the public authorities, ofi¢igel
entities, self-employed individuals and other indixals. The original concept of Act No. 300/2008ICe that
each subject has the right to have one data baxthBuconcept allows to set up data box on theestjto the
individual, who is also self-employed person, frbath reasons. It means that this person can haveda
boxes, but each of them is set up from differeaso@s and each of them can be used only for diglyvef the
correspondence concerning the legal situationehtiider of the relevant cathegory of data box. gdie
employed person can have only one data box regardiethe number of the subjects of undertakingthe
branches of advocacy, tax advisory and insolvedcyimistration, separate data box of self-employedan is
set up with connection to other subject of undénigk

According to Act No. 300/2008 Caoll. it is also pitds to set up data box to the individual persoiegal
entities who resides outside the territory of ttee¢h republic. These subjects has the obligatigmdwe their
status with some relevant documents.

The amendment of Act No 300/2008 Coll. from therny2@09 enabled to the public authorities to dispafse
more data boxes. These data boxes of public atid®dan be set up on the request of the publiwoaity,
especially for the need of their internal orgaricaal units (like terrritorial departements) wittgard to the
performed agenda. The legal effects of the docusrdglivered to these data boxes are the same.

The reason for introducing of data boxes is noka@pg of the existing forms of the internal comrimation
within public authorites. The Ministry of Interitias the obligation to publish by the way enablimgrtemote
access the list of data boxes of public authoraies individuals and self-employed pesons and lpgedon that
perfoms the activities in the sphere of public atstiation, and the list of their organizationalisture. Within
the organizational structure all data boxes of jgudnlithorities are published. The ministry of lidehas to
have information on all changes about organizatistmactures.

Accessing of data boxes

The Ministry of Interior sends the entitled persmmediately after setting up of data box the acdada as
the login name and security password. In casegafl lgerson the access data are sent to the stahatdies.
Data box is made available generally by first logirthe entitled person into data box. This me&as from this
moment it is possible to send and receive dataagess If the entitled person does not login intiz déx
within 15 days from delivering the access dataa thaix is available by 15th days from its delivering
automatically. The data message is delivered whermtitled person logins into data box, accordingct on
Administrative Procedure. Sometimes it is usedrhkttut called ,fiction of delivering®. It mean$ the person
does not login into data box within 10 days fromdelivering into data box, the data message isidered to
be delivered.

Primarily, the entitled persons have the righthi® access into data box. These persons have thibifitys
to charge some other persons by the access iraddat They have to set up the scope of this aizthioon.
The charged person are entitled to the accesslatgobox in the scope set by the main person. €lheson
have specified permission from main person to sendceive the defined types of the documents. As
mentioned above, the impediment of the accessinlgiaf boxes is not the fact, that the legal estitlyied into
insolvency, into bankruptcy or into liquidation.

By the access data we mean the login name andityggassword. Only the entitled person can reqaest
the invalidation of the access data. “Bigger" userge the possibility to login into data box thrbube
electronic system of the filing service or througther electronic application by specific systentifieation.
Filing service is a special system on registedatlument, that circulate at the body (public altiprThis
possibility facilitates very significantly the conumication through data box and facilitates theritiation of
the documents between data box and internal systésiholder. The adaption for using of the system
certification is contained in the Operating rulésnformation system of data boxes.

If it happens that access data are lost or alidn#tes fact must be annonced to the Ministry éétior, that
these access data will void and send new accesstdahe entitled person.

Subjects of the communication through data boxes
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The original form contained in Act No. 300/2008 [Celipposed the using of the communication thrahegh
system of data boxes among the public authoritet @ther and among public authorities and napgedons
and legal entities. On one side of the communioatttannel the public authority should be always Th
amendment of the Act No. 300/2008 Coll. enabledhat from 1st January 2010, data boxes were fased
delivering of data messages also between the pratdijects (like for example between individualsjis
Lprivate ,, communication is not free, the usersdsta boxes within private communication have tp gme
fee, this fee ,goes” to the operator of informatgystem of data boxes (it is the Czech Post, staterprise),
and the fee is paid by the person, from whose loiatadata message will be sent. The sending ani/negef
data messages through data boxes between pulilicriiets are free. The concrete conditions of ivice are
established by the operator of information systéigtata boxes (by the Czech Post, state enterpfibe).
Ministry of Interior has the right to destroy dam@ssage, if it finds out that data message contaiosg format
or computer program that is enable to bring sonmeagiges at information system of data boxes or in
information registered within this information sgst. Within ,private” communication it is not necasgthe
sending document to be signed electronically. FistmJanuary 2010 till 30th June 2010 it is possiblese
Lprivate” communication only for the purpose of darg of the invoices or similar ,things* for paynteAfter
30th June 2010, it will be enabled to send anywloatiments within ,private communication.

Limitation and cancellation of data boxes

The Ministry of Interior make unavailable data hindividual person or self-employed person inesas
connected to this person (like death, declaratfadeath, limitation for legal capacity, limitatiam personal
fredom). Information is provided according Act NBf0/2008 Coll. by the relevant authorities (like éxample
prisons or detention unit) to the Ministry of Iriter Data boxes of self-employed person or of ggal entity
will be made unaccessible from the date of erasfitihis person from the set database (for exanipla the
Trade Register). Data box can be also made unablzessa the request of the concerned subject, fickvdata
box was set up.

Data box of individual person will be cancelledeaf8 years from the death of the individual. Data bf
self-employes person and of legal persons willdrecelled after 3 years from the erasure from theeggster.
Data box of the public authority will be cancellgfter 3 years from the date of its cancelation hillithe
mentioned 3-year term data box is not accessiblkedéta on the manipulation with data box includiegeived
and sent data messages are stored.

I nfor mation system of data boxes

According Act No. 300/2008 Coll. it is Informati@ystem of public administration that contains
information on data boxes and their users. Infoionagystem of data boxes serves for performangeiblic
administration within ensuring the activities spthy Act No. 300/2008 Coll. and also by Act No. B8%0
Coll., on information systems of public adminisipat and by Act No. 101/2000 Coll., on the protextof
personal data. Data contained in information sysiépublic administration are not public and inist possible
to provide them to the other persons, with exenmptibthe contact adress, to which should be dedivéo the
addressee, if the agreement was given for its gatiidn. The identificator of data box can publistyahe
holder of data box, it cannot be confused withdtwetact address. The question on identificatiodad& box is
an integral part of information system of data lsoxemeans that questions are made through infiisma
system of data boxes. The conditions of the ideatibn of data boxes are set up by the obligadibtihe
Ministry of Interior to ensure the protection ofrpenal data within this information system.

Conversion

The nature of the system of delivering through detees implies the forms of the documents, whiah lwa
used for delivering. These documents must havéotime of data message. The primary nature of theichent
can have paper format or can have digital form. &ones it is necessary to convert the one fornmef t
document to second form of the document. Act N@/3008 Coll. introduces the institution of so cdlle
authorized document conversion. Authorized docuroenversion is conversion of the document from the
digital into paper form or vice versa, verifyingtbe parity of the content of these documents amthection so
called the verification clause. Verification claummntains the necessary matters relating to theession. The
conversion is described in Act No. 300/2008 Cald aext regulation No. 193/2009 Coll., on settifighe
details of authorized document conversion. Intranly@uthorized document conversion means the izqtiah
of the electronic (digital) form of the documenthvihe paper form of the document during the comination
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with authorities or bodies. The conversion on #guest is made by the contact point of public adsation.
The documents in the electronic form that haveetednverted are transmitted to the contact poipublfic
administration on the technical data medium likeG@hor DVD or they can be sent from data box into
electronic store for authorized document convestiand then it is possible to draw out the convest#dome
in the paper form.

The details for authorized document convertioretsup by the regulation No. 193/2009 Coll., whicaisw
mentioned above. The authorized document conveidiamade through the electronic application ofgiigtem
of the contact points of public administration whis accessible by the way enabling the remotesac®&y the
system of the contact points of public administnative mean the set of the technical equipment aftdare
administred by the Ministry of Interior, with it®lp the contact points of public administratiorfifuheir
competencies. The electronic application is spesififtware that is the part of this informationtsys. The
application CzechPOINT is nowadays the electropjaiaation of the system of the contact points wibl
administration. The authorized document converg@dhus made on the request or ex effo. Makindnef t
authorized document conversion is not free, bigttihe subject to the administrative fee of 30 Gzgowns for
each page of the converted document. The authodizedment conversion cannot be made in some specifi
cases, it is in cases, when due to the uniquehissadt possible to replace them (like identityd;gassport),
next in cases, when we can doubt of the credilnlitthe documents or documents with some plasticae
documents that does not fulfil the technical magtdrby the regulation No. 193/2009 Coll. During th
authorized document conversion on the requestdessary to verify the validity of electronic siguat.
Qualified time stamp serves for evidence of existenf the document within certain time moment.

The authorized document conversion made ex offdoeamade only by the public authority and this
permission cannot be transfered on other subjéet.dbcuments converted on the request and convextetfo
have the same legal effects.

Someinitial shortcomings

The first shortcoming can be seen in risky intrdahucof the system through the form of ,big-baniyf'.
practice, only one activity how to test the envirent of data box is activation of data box. Mostsérs
waited for last minute. | think that not all authies and bodies are ready to use data box conmggethée
technical specification or training the concernetbyees in this field. Nobody had the possibitdytest data
box in advance, for example to test, how to worthwliata box, how to read data message. Using afliates
requires the instalation of the specific complenmerithe browser. This complement serves for drawimg)
filing the forms. Data boxes are accompanied withdmcumentation of using, that is surely goodusers, but
it can be seen sometimes difficult to read it. Ther have to fill his login name and password enritht
internet page (www.mojedatovaschranka.cz). Som#asimternet addresses exist and these pagesaraect
because they serve to the speculators for phishind.more over insufficient advertisement of thasn of the
communication was done.

Conclusion

It is obvious that legislation brought the fundata¢change in the field of delivering of the docuntse
which can be seen in the most important way irfithd of the electronic communication especiallycang the
public authorities and other addressees of publigiaistration. In connection with the deliveringtbg
documents in the digital form through data boxes igher intensity of using of communication thrbug
electronic filing rooms it was necessary to sethgrules of treatment with the documents in thggtali form
during performance of the filing service. Also tdes for document converting had to be set up.
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